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~ computed internally at the AC/VLR for
::: authentication to be successful

• Access attempt is ignored if comparison
fails, except for Emergency and
Customer service calls
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Per Mobile basis, on Control and/or Bearer
channels

AUTHU from MS = f(SSD, RANDU, ESN,
MIN1, MIN2)

II AUTHU from MS must match AUTHU
computed by the AC/VLR

• Unique Challenge is ALSO forced, when in
doubt
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A-key and SSD are NEVER transmitted over
the-air

SSD is transmitted to the VLR over SS7 links,
if SSD is shared

• Expected recycle rate for the Random
numbers is VERY HIGH.

• ECP/VLR detect authentication with Default·
values of RAND, A-Key and SSD
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Service provisioning is complicated by
A-Key distribution

Response strategies to be worked out
for:
• Detection of compromised A-Key

• Detection of compromised SSD
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Procedures to be worked out for:
• A-Key and SSD Updates

• Integration with Customer service

• Fraud vulnerbility with Cloning
continues until Auth coverage is 100%

• Network impact under both SSD
Shared and SSD not Shared, must be
evaluated


